Instructor Configurations for Limiting Access

LanSchool offers different Limiting functions, including Application limiting, Web
limiting, readable/writable USB/External drive blocking, screen blanking with a custom
message/picture, to name a few.

Application limiting is done by accessing the Restrict menu, then selecting the .exe file
of the application. This has been a very rare “ask” from instructors. Instructors who are
wary of certain students or suspect they are running an application that should not be
used can right-click on a student’s screen and select Applications running on student
machine to get the following information:

Applications Running on Student Machine X |

Select from the following list of applications then dick the appropriate 'Add' button to add the selected applications
to your list of allowed or blocked applications.

Applications running on Student Machine

Student: —"“ Student # - Station ID

Executable Application Discovered On
Adobe Deskt... Adobe Desktop Service.exe Running on Student
AlertusDeskt,,. AlertusDesktopAlert.exe Running on Student "
Creative Clo...  Creative Cloud Helper.exe Running on Student
Creative Clo... Creative Cloud.exe Running on Student
igheEM.exe igfEM. exe Running on Student

These were the default apps without
running anything additionally after logging
in

Add To Allowed Apps Add To Blocked Apps Blodk Now! Refresh

Close




1)

Web limiting for allowing Moodle access for student submissions, the initial Moodle
website URL, along with the instructor’s specific Moodle course URL are required to be
copied/pasted in to the Allow List. This setting will remain under the instructor’s profile
on the instructor station until the PC is re-imaged or replaced. If the instructor logs a
ticket for LANSchool setup assistance, request the Faculty email you with the Moodle
course URL prior to the exam date.

Access the Limit Web configuration menu through one of the two following methods:
Select the down arrow beside the Limit web icon, then select Configure Web Limiting...
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Or select the Restrict menu button and select Configure Web Limiting...
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2) Select the Allow only the following applications circle and copy/paste the Moodle
course sign-in URL, then have the instructor navigate to their Moodle course URL and
paste the main page URL. Due to the URL re-direction, both of these URLs are required.

vy Course: [T Service Desk Operatic X K!EU Kwantlen Polytechnic University X | +

& (&} (ﬂ courses.kpu.ca/course/view.php?id=48938

— !KPU Dashboard Goto ~ Help ¥ Search
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Dashboard / Courses / Development / IT Service Desk Operations
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3) Select Apply, then OK.

.} LanSchool Teacher Conscle >

Teacher Student Web Limiting Application Limiting | Drive Limiting  Keystroke Alerts  Metwork
When Application Limiting is enabled, do the following:

Allowed Applications
(@) allow only the following applications:

https:/fcourses. kpu. cafloginfindex.php
https:/jcourses.kpu. ca/course fview. php?id =48933]

Load... Save... Add...

Elocked Applications
() Block the following applications:

Load... SaAVE... Add...

Minimize applications instead of dosing applications




4) When the instructor is ready to enable the web limiting, ensure no Student stations are
selected, then select the Limit Web icon and select Allow List.
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5)
If Block All is selected, no websites will be accessible. The same icon will show up in the
bottom-left of the student stations.

6) From a student station’s perspective, this is what it looks like when a student is using a
station with web limiting:

The web limiting icon appears in the student’s taskbar
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Launching Google Chrome will re-direct the main homepage to a LanSchool blocking
page, with approved URL’s beneath the web blocking message. Appearance from a
student station:
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7) When the exam ends and instructors wish to remove web limiting, they can either apply
it to all Student stations, or specifically remove the limiting from a student’s station
specifically by selecting Stop Web Limiting
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Screen Blanking provides an instructor with the ability to display a message or picture to
all, some, or just one student station. This can be accessed by:
1) Selecting the Blank Screen icon and changing the following fields

)
Class Lists Demonstrate Monitor Speak Restrict Administer View Help
= 0 : - o
0 = . . [ [ S . . L E @ .8 B o
Tutorials | ClassList | Show Teacher Vote  Testing Run View All Message Blank Screen Limit Web Limit Apps Limit Print - Limit Drives M
Q, Find:

Viewing all students...

LanSchool Teacher Consale X

Teacher Student Web Limiting Application Limiting  Drive Limiting  Keystroke Alerts  Network
Show Teacher's Screen / Show Student's Screen
(@ Full Screen
(O windowed
Keep Teacher window on top of other windows
[Acolor Reduction
[Ishow Dual+Monitars
[Juse TcP protocol for better performance, espedally for mobile devices

Sereen Blanking

Enter the text to display on the Students screens when they are blanked:

|PIEasedirectyuurattenhuntutheﬁuntuﬂﬁaruum\ v| e E—
Instructor can upload
png and jpg files

Browse...

[[]Use an image when blanking screens <#—

Notifications

[CIshow system tray notification when Teacher minimizes

Automatically chedk for LanSchool updates

[#]Warn before disruptive actions (Screen Blanking, Limiting, Show Screen, Clear Desktop)

Sounds
Play sound-effect when showing the Teacher's screen

| oK | Cancel | Apply !ﬂ

2) Select Apply and then enable the Blank Screen icon to all stations. This is what it will
look like for students with just a text entry:




Send Message function is best used to discretely contact a student, where the
situation/scenario will vary for this need. To perform this, the Send Message
function can go to all stations, a selection of multiple stations, or just one station.

1) There are 2 methods to access this function, selecting the Send Message icon for
all stations, or by right-clicking on a specific station in the viewing pane and
selecting Send Student a Message...
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Q Find Send Message.. h —
- iewing all studens...

(3 -

Speak

= .8 B .&s #& 0

Blank Screen Limit Web Limit Apps Limit Print  Limit Drives  Mute

Clear Desktop S

WViewing all students. ..

Show Teacher's Screen

Stop Showing Teacher's Screen
Remote Control

Show Student's Screen to Students

Stop Showing Student's Screen
Chromebook

Limiting

Speak

Chat...
Send Student a Message... k
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View Student Keystroke and Application History...
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Properties...




2) Depending on the need for messaging a student directly, enabling the Force
Student to read this message checkbox will make this notification appear
directly over the current application the student is using.
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Viewing all students_ .
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Send Message

Enter message to send to Students:

Flease see me after dass to discuss your exam.

[1send Anonymously
Force Student to read this message

Mot Logged | Message History:

3204519)

3) From a student’s perspective, this is how the message will appear.




